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PROBLEM
STATEMENT

How can we reliably detect
tampering in 3D lung CT
scans to ensure medical image
authenticity?



Background
India’s health insurance sector loses an
estimated ₹8,000-10,000 crore annually to
fraud, with a significant share involving
tampered medical documents submitted to
support false claims.

Over 120 million medical images in India,
including CT scans and MRIs, have been
exposed online due to poor security, increasing
the risk of unauthorized access, manipulation,
and misuse of diagnostic data.

Real-World Case Example (2022): On August 31,
2022, Mahesh Kathrani allegedly submitted forged
MRI reports and fabricated documents from an
imaging center to falsely claim benefits for a
cerebrovascular accident (stroke) under a critical
illness insurance policy linked to his home loan.

Significance: This case demonstrates how tampered
medical records can be used to support fraudulent
insurance claims, highlighting the need for
automated systems to detect manipulated medical
imaging data. 

https://www.firstpost.com/tech/news-analysis/over-120-million-x-rays-
ct-scans-exposed-on-the-internet-due-to-carelessness-of-hospitals-
report-7898691.html

https://timesofindia.indiatimes.com/city/rajkot/jailed-physiotherapist-
now-accused-of-falsely-claiming-rs-22-5-lakh-
mediclaim/articleshow/122096169.cms



Potential  Applications 
Medical Image Authentication: Verifying

the integrity and originality of CT scans

before diagnosis or treatment planning.

Cybersecurity in Healthcare:

Strengthening protection against

malicious modification of medical

imaging records.

Regulatory and Legal Investigations:

Supporting investigations in cases of

medical fraud, insurance disputes, or legal

evidence involving radiology images.

Enhanced Patient Safety: Prevents

incorrect treatments that may result from

manipulated medical images.

Reduced Healthcare Fraud: Minimizes

risks of intentional image manipulation

for insurance, legal, or malicious

purposes.

Better Data Integrity in Research: Ensures

reliability of medical datasets used in

clinical studies and AI model training.

Potential  Impact
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GAN-Based Medical Image Small Region Forgery
Detection via a Two-stage Cascade Framework 
Jianyi Zhang,  Xuanxi Huang, Yaqi Liu, Yuyang Han, Zixiao
Xiang 

Approach

CT scans divided into multiple sub-images using sliding window.

Deep learning model used to detect tampered regions.

Focus on identifying GAN-generated manipulations in CT images.

Limitations

Sub-image correlation ignored

 Adjacent slices in 3D CT volumes are not fully utilized.

Reduced efficiency due to sliding window

 Large number of sub-images increases computational time.



Comparative Analysis of Deep Convolutional Neural
Networks for Detecting Medical Image Deepfakes
Abdel Rahman Alsabbagh, Omar Al-Kadi

Method:

Uses deep learning models for detecting medical image tampering
Processes CT scan slices for classification

Key Features:

Compares performance of different CNN-based models
Evaluates effectiveness of models in detecting GAN-generated
forgeries
Focuses on improving accuracy and robustness across models

Limitations:

Limited use of inter-slice (3D) relationships



Leveraging 3D CNNs for Robust Detection of
GAN-Generated Medical Image Forgeries
Sandhya L S and Ajeesh Ramanujan

Method:

Utilizes 3D Convolutional Neural Network (3D CNN) for detecting
GAN-based medical image forgeries
Processes multiple CT slices together (volumetric analysis)

Key Features:

Captures inter-slice spatial relationships
Uses 3D cubes (multi-slice inputs) instead of single images

Limitations:

Requires high computational power (GPU-intensive)
Trained on limited dataset



Dataset Organization & Preprocessing

tampered_train : 917
untampered_train: 917

 tampered_test: 249
 untampered test: 249

Dataset Summary

Link to Dataset:  https://archive.ics.uci.edu/dataset/520/deepfakes+medical+image+tamper+detection
https://www.cancerimagingarchive.net/collection/lidc-idri/



Rationale: Based on findings from prior literature,

tampered/tumor regions often extend to adjacent slices

within the [−5, +5] range; therefore, these neighboring slices

were also included in the tampered dataset to preserve

contextual information.

Alsabbagh, A. R., & Al-Kadi, O. S. (2024). Comparative analysis of deep convolutional neural networks for

detecting medical image deepfakes. arXiv.



We address the limitation of sub-image correlation by incorporating contextual

residual learning using adjacent slices and multi-scale feature extraction.

Additionally, we employ a computationally efficient transfer learning-based

architecture to reduce model complexity and enable faster training and

inference while maintaining high detection performance.

Proposed Enhancements to
Address Limitations
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Baseline Performance of
ResNet50V2 



Sandhya L. S., & Ramanujan, A. (n.d.).

Leveraging 3D CNNs for robust detection of

GAN-generated medical image forgeries.

Performance benchmarking 

Results of Base Model

+ Inter-slice Context

Residual Learning  

RESULTS OF THE PAPER OUR RESULTS 
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